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About NGSSoftware - History

« Formerly Cerberus in 1999 before acquisition by @stake
* Present company established in September 2001

* Three main offices UK (London), US (Dallas) & Australia
(Brisbane) together with several regional offices.

* Principles: develop cutting edge security assessment
software, deliver the best security advice to our clients,
provide deep technical understanding of security issues

« Company focus and statement:
“Intelligent Solutions for an Evolving World”



About NGSSoftware - Now

« Currently 51 UK staff
« Largest penetration testing team in Europe

 Three inter-connected areas to the business:
 Research
e Software
« Consulting

* Wholly owned by the six founding directors
« Debt free — organic growth

« Trade Value 2004/05 = £2.5m

» Trade Value 2005/06 = £4.5m



Research



Research

Acknowledged world leaders in vulnerability research

David & Mark Litchfield voted “Best bug-hunters in the
world” last year

Discovered and responsibly disclosed more
vulnerabilities than any other commercial security
research group

Trusted advisors to UK/US governments (GCHQ and
NSA)

Official Advisors to NISCC, UNIRAS, CESG and a
growing number of other global agencies responsible
for critical infrastructure security



Research - Highlights

« Discoverers of the Slammer vulnerability
» Breakers of “Unbreakable” Oracle
» First to fully defeat MS stack protection mechanism

« Undisputed leaders in vulnerability discovery and responsible
disclosure

« Authoritative research on SQL injection attack vectors

« Cutting edge security research papers

« Globally published security articles

« Published authors of numerous authoritative security books
 Permanent speaking slots at premier conferences



Research — Global Presentation Expertise

 CNE - Directorate of Information Assurance (NSA)
« CHECKCON (G.C.H.Q - CESG)

« Stanford University CyberSecurity Conference

« Every Blackhat Security Briefing Around The World
 Joint presentation with Microsoft at Infosec Europe
» Microsoft's Tech Ed Conference Amsterdam

« Microsoft’s BlueHat Security Briefings (On SQL Server
2005)

 Various roundtables in UK
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Research Comparisons 2004
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Research — Recent Advisories since September 2004

« May 2006 — Multiple critical and high risk vulnerabilities in Oracle's Database Server versions
8i, 9i and 10g

« Jan 2006 — Critical Exchange/Outlook issues

« Sun/RedHat/Novell directory server

« Many Oracle Issues
« Dec 2005 - IBM AlX issues
* RealPlayer overflow
» 34 critical vulnerabilities in Oracle
« 22 critical vulnerabilities in IBM DB2
« 6 vulnerabilities in Sybase ASE
«  Microsoft Word Perfect Buffer Overflow
« Remote ‘SYSTEM’ overflow in Windows
» Kernel overflow in Windows
* 4 Critical Flaws in RealPlayer

« Other flaws in HP OpenView, L-Soft Listserv, Apple i-Tunes, Veritas Focalpoint, PHP...



Research — Current

« Numerous issues awaiting fixes in Oracle
» A dozen issues awaiting fixes in Informix

« Multiple issues in other core Databases, Operating
Systems and Applications are also awaiting patching



Research — Future

“What would the criminals do?”

« Continue to examine database servers
« Database Security is of paramount importance

« Begin active research into middleware / Message
Queuing

 Go back to web servers
« Popular client apps
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NGSSoftware Products

*NGSSQuirreL DB Assessment Suite
*NGSSQuirrel for SQL Server
*NGSSQuirrelL for Oracle
*NGSSQuirrel for DB2
*NGSSQuirrelL for Sybase ASE
*NGSSQuirrelL for Informix

eTyphon Il
e Intelligent vulnerability assessment scanner

Domino Scan |l
e Lotus Domino Web Application security scanner

e OraScan
e Oracle Web Application Server security scanner



Introducing NGSSQuirrel for SQL Server

NGSSQuirrel for SQL Server allows system administrators and
security professionals to quickly and easily assess SQL Servers (7
& 2000) for a variety of security vulnerabilities. This security
scanner comprehensively scans SQL Servers for hundreds of
possible security threats. Unlike many other scanners that only
find "holes" in security infrastructures, NGSSQuirreL for SQL
Server allows quick and accurate assessment of the level of risk
that servers are exposed to.
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http://www.sqlservercentral.com/columnists/dcorey/reviewngssquirrel.asp

Introducing NGSSQuirrel for Oracle
NGSSQuirrel for Oracle has been specifically developed to scan
Oracle Database Servers allowing DBA’s, system administrators
and security staff to quickly and easily discover the vulnerabilities
that servers are exposed to. NGSSQuirrelL for Oracle carries out
a complete scan of Oracle TNS Listener vulnerabilities including
denial of service and remote server compromises. NGSSQuirrelL
for Oracle’s new Security Manager has the capability to fix
problems immediately and also allows management of users, roles,
system privileges an
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Introducing Typhon III

In order to mitigate the digital risks facing many organisations,
Typhon III provides a fully configurable, intuitive environment
across twenty-nine application modules. Typhon III can be
employed to quickly and accurately assess enterprise
environments for security vulnerabilities. With its uniquely holistic
approach to auditing, Typhon III is the complete security
solution for the assessment and protection of your network and
business critical data.
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‘the quality of the
scans available [is]
extremely high’

August 2005

‘if you need a security
scanner, this is a great
product’
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comprehensive functionality
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will be easily understood
and effectively deployed
within most organizations."”
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Introducing Domino Scan 11

Domino Scan II presents an "attacker's eye" view of the security
of Lotus Domino web servers and bespoke Notes applications.
Although Domino Scan II is stand alone software running on
Microsoft Windows (NT / 2000 / XP) it can audit Lotus Domino web
servers that are running on any operating system. Domino Scan
II can enumerate and audit over one hundred sensitive and
default databases, and put each of these (and the documents
within) through a vigorous set of vulnerability assessment checks.
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Introducing OraScan

OraScan is a detailed auditing application developed to assess the
security of Oracle web applications regardless of environment.
OraScan performs a vigorous and detailed security vulnerability
audit of Oracle web applications focusing on the discovery of flaws
(e.g. SQL Injection, Cross Site Scripting, Remote Command Shell
execution, etc.). OraScan can additionally be deployed to audit
the configuration of IAS web servers, ensuring that no security
vulnerabilities are present within the base software architecture.
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Latest Reviews (January 2007)

Typhon Il

« "This is the best general vulnerability scanner I've found with
respect to dealing with security issues for database
servers..., | was impressed with how rapid it was able to
perform the scans and how accurate the reports were..., The
documentation is awesome, especially when it discovers a
vulnerability" — Brian Kelley, SQLServerCentral.com

e NGSSQuirreL for SQL Server

* "Overall | found NGSSQuirreL's power, flexibility, and speed
impressive,... | highly recommend these products for auditing
production and development SQL Server instances on a
reqular basis" — Michael Coles, SQLServerCentral.com



Preventsys has pioneered an award-winning enterprise
vulnerability management system for large enterprises that are
frustrated with the difficulty of managing multiple vulnerability
assessment and configuration management tools to create risk
and compliance reports. Unlike security event management
(SEM) products that centralize data from security sensors for
event monitoring and managed incident response, the
Preventsys Enterprise Security Management system integrates
best-of-breed security assessment tools into a central security
dashboard, dramatically cutting costs and reducing the time it
takes to create comprehensive, custom reports from weeks to
seconds.



Software Partnerships - CSCI
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Computer Security Consulting, Inc

CSCI was founded in 1998 in Tucson, Arizona providing the
commercial and local government with security services,
hardware, and software. CSCI have worked with numerous US
Government agencies (including many law enforcement
agencies) to provide a wide range of a security services ranging
from the development of infrastructure/departmental policies and

procedures through to access control and disaster recovery.



Consulting



Consulting

« Largest dedicated pentesting team in Europe
« Enterprise consultants with proven track records
« Largest number of security cleared CHECK team leaders

« List X Company, allowing NGSSoftware to work on and store
Top Secret materials

« Authors of best-of-breed security analysis tools (Odysseus,
Burp Proxy, web spiders, fuzzers, disassemblers)

« Frequent presenters at global conferences

« Undertake bespoke research projects (product review,
network appliance testing, code review)



Consulting — Services

« Penetration testing

« Specialist database security analysis and advice
« Black-box review (custom & commercial apps.)
« Network & Web App Security assessment

« Sophisticated security code reviews

 Infrastructure & application security design and
deployment

« Reactive attack response & investigation

« Bespoke “thinking outside the box” security
services



Consulting — Clientele

Providing services to:

« 6 of the top 10 largest software manufacturers
» Helping to secure Microsoft's commercial products

« 20 Leading Financial Institutions (Banks, Building
Societies, Insurance Companies etc)

« Many of the UK's largest retailers

* One of the US’s largest Health service providers

» The worlds largest News-feed organisations

» One of the worlds largest industrial manufacturers



Client Recommendations

“As part of Microsoft's Trustworthy Computing commitment, the Secure
Windows Initiative Team has the responsibility for ensuring all Microsoft
products are as secure for our customers as possible. As part of this
effort, we seek out the world's leading vulnerability researchers to help
us with our largest, most complex engagements. The NGS team is a
great fit, already being trusted advisors to governments and other
global corporations.

Over the last 3 years, our teams have collaborated on various product
engagements requiring 3rd party involvement or leveraging NGS's
unique research strengths. Our teamwork has resulted in more secure
products reaching our customers. NGS have proved to be an
outstanding partner and their efforts have greatly enhanced the security
of Microsoft products.”



Client Recommendations (2)

ORACLE

“In the ever changing field of e-business security, NGS
continues to be a leader in both quality and quantity of their
research. Oracle recognizes this unique skill set and has
worked with the NGS Consulting Team on high profile projects
requiring third-party involvement and verification. As the world's
recognized leader in information security, Oracle partners with
leading security vendors to enable tight, end-to-end security for
our customers. NGS fits this role perfectly and our collaboration
has consistently produced outstanding and professional
results.” — John Abel, Principal Consultant, Oracle
Consulting



Client Recommendations (3)

McAfee

"The institution of security controls around our web applications
is an integral part of McAfee's defence-in-depth and compliance
strategies. WWhen McAfee has a need for application security
consulting, we turn to the experts at Next Generation Security
Software (NGSSoftware). NGSSoftware brings a diverse
background in security assessment and research that is
unparalleled in the industry today. NGSSoftware offers
professional, result-oriented security consulting services that
makes them a vendor of choice for our business." Charles

Ross, Sr. Manager Security Assurance, McAfee, Inc.



Client Recommendations (4)

COMIC
RELIEF

"Huge thanks from all of us at Comic Relief for all your work and
support. We received 1.1 million unique visitors during the
campaign and on the night, processing over 225,000
transactions. | hope we can continue to grow the relationship
with NGSSoftware and work with your extremely bright and
cunning team. Thanks for keeping the door shut to inquisitive
kids the world over." Martin Gill, News Media Manager
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