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About NGSSoftware About NGSSoftware -- HistoryHistory

ÅFormerly Cerberus in 1999 before acquisition by @stake

ÅPresent company established in September 2001

ÅThree main offices UK (London), US (Dallas) & Australia 
(Brisbane) together with several regional offices.

ÅPrinciples: develop cutting edge security assessment 
software, deliver the best security advice to our clients, 
provide deep technical understanding of security issues

ÅCompany focus and statement:
ñIntelligent Solutions for an Evolving Worldò



About NGSSoftware About NGSSoftware -- NowNow

ÅCurrently 51 UK staff

ÅLargest penetration testing team in Europe

ÅThree inter-connected areas to the business:

ÅResearch

ÅSoftware  

ÅConsulting

ÅWholly owned by the six founding directors

ÅDebt free ïorganic growth

ÅTrade Value 2004/05 = £2.5m

ÅTrade Value 2005/06 = £4.5m
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ResearchResearch

ÅAcknowledged world leaders in vulnerability research

ÅDavid & Mark Litchfield voted ñBest bug-hunters in the 
worldò last year

ÅDiscovered and responsibly disclosed more 
vulnerabilities than any other commercial security 
research group

ÅTrusted advisors to UK/US governments (GCHQ and 
NSA)

ÅOfficial Advisors to NISCC, UNIRAS, CESG and a 
growing number of other global agencies responsible 
for critical infrastructure security



Research Research -- HighlightsHighlights

Å Discoverers of the Slammer vulnerability

Å Breakers of ñUnbreakableò Oracle

Å First to fully defeat MS stack protection mechanism

Å Undisputed leaders in vulnerability discovery and responsible 
disclosure

Å Authoritative research on SQL injection attack vectors

Å Cutting edge security research papers

Å Globally published security articles

Å Published authors of numerous authoritative security books

Å Permanent speaking slots at premier conferences



Research Research ïïGlobal Presentation ExpertiseGlobal Presentation Expertise

ÅCNE - Directorate of Information Assurance (NSA)

ÅCHECKCON (G.C.H.Q ïCESG)

ÅStanford University CyberSecurity Conference

ÅEvery Blackhat Security Briefing Around The World

ÅJoint presentation with Microsoft at Infosec Europe

ÅMicrosoft's Tech Ed Conference Amsterdam

ÅMicrosoftôs BlueHat Security Briefings (On SQL Server 
2005)

ÅVarious roundtables in UK
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Research Research ïïRecent Advisories since September 2004Recent Advisories since September 2004

Å May 2006 ïMultiple critical and high risk vulnerabilities in Oracle's Database Server versions 
8i, 9i and 10g 

Å Jan 2006 ïCritical Exchange/Outlook issues

Å Sun/RedHat/Novell directory server

Å Many Oracle Issues

Å Dec 2005 - IBM AIX issues

Å RealPlayer overflow

Å 34 critical vulnerabilities in Oracle

Å 22 critical vulnerabilities in IBM DB2

Å 6 vulnerabilities in Sybase ASE

Å Microsoft Word Perfect Buffer Overflow

Å Remote óSYSTEMô overflow in Windows

Å Kernel overflow in Windows

Å 4 Critical Flaws in RealPlayer

Å Other flaws in HP OpenView, L-Soft Listserv, Apple i-Tunes, Veritas Focalpoint, PHPé



Research Research ïïCurrentCurrent

ÅNumerous issues awaiting fixes in Oracle

ÅA dozen issues awaiting fixes in Informix

ÅMultiple issues in other core Databases, Operating 
Systems and Applications are also awaiting patching



Research Research ïïFutureFuture

What would the criminals do?ò

ÅContinue to examine database servers

ÅDatabase Security is of paramount importance

ÅBegin active research into middleware / Message 
Queuing

ÅGo back to web servers

ÅPopular client apps
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NGSSoftware ProductsNGSSoftware Products

ÅNGSSQuirreL DB Assessment Suite

ÅNGSSQuirreL for SQL Server

ÅNGSSQuirreL for Oracle

ÅNGSSQuirreL for DB2

ÅNGSSQuirreL for Sybase ASE

ÅNGSSQuirreL for Informix

ÅTyphon III

ÅIntelligent vulnerability assessment scanner

Domino Scan II

ÅLotus Domino Web Application security scanner

ÅOraScan

ÅOracle Web Application Server security scanner



Introducing NGSSQuirreL for SQL ServerIntroducing NGSSQuirreL for SQL Server

NGSSQuirreL for SQL Server allows system administrators and 
security professionals to quickly and easily assess SQL Servers (7 
& 2000) for a variety of security vulnerabilities. This security 
scanner comprehensively scans SQL Servers for hundreds of 
possible security threats. Unlike many other scanners that only 
find "holes" in security infrastructures, NGSSQuirreL for SQL 
Server allows quick and accurate assessment of the level of risk 
that servers are exposed to.

This is definitely a must product for large
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